
  

Link2000+ Security Considerations 

Scope 

This briefing note has been prepared for the Link2000+ Eurocontrol Team in order to agree a common 
understanding on the security issues affecting the Link2000+ Programme. 

ATN Security 

The current ATC Voice based system is inherently insecure. Only a low level technical capability is needed 
to jam the channel, listen in to ATC communications or to masquerade as a controller. Prevention against 
masquerade largely depends on the professional ability of the pilot and controller to recognise an impostor, 
and safety is assured by several layers of surveillance and conflict alert systems. 

The datalink system should provide better security that the voice based system if only because it requires 
greater technical knowledge to monitor datalink communications or to masquerade as a pilot or controller. 
On the other hand, there is nothing in a correctly formed and in context datalink message to betray it as 
coming from an impostor rather than a genuine pilot or controller. 

The first security analysis of the ATN was performed by Eurocontrol as long ago as 1995. This identified the 
following threats and vulnerabilities to ATN Security: 

● Masquerade of a controller potentially leading to loss of separation due to execution of an invalid 
clearance. 

● Masquerade of a pilot leading to confusion (e.g. issuing of a clearance ahead of time). 

● Modification of uplink messages leading leading to loss of separation due to execution of an invalid 
clearance. 

● Modification of downlink messages leading to confusion (e.g. issuing of a clearance ahead of time). 

● Denial of Service by jamming or modification or masquerade of routing information. 

It should be noted that no threats due to loss of confidentially were identified. In voice based ATC, no 
attempt is made to keep ATC communications confidential and neither is there any current intent to make 
datalink ATC confidential. 

The development of suitable mechanisms to counter these vulnerabilities was delayed whilst institutional 
issues relating to the export of cryptographic equipment were investigated. These were resolved and the 
ATN Security Extensions were incorporated into the 3rd edition of the ATN SARPs. However, none of the 
ATN Security Extensions are implemented for the Link2000+ Programme. 

The ATN Security extensions provide: 

● Application level integrity verification and authentication of each and every message exchanged. 

● Integrity verification and authentication of IDRP routing information exchanged over an air/ground 
datalink. 

● A Public Key Infrastructure based on elliptic curve algorithms and using Context Management for the 
negotiation of session keys. 

The possibility of integrating the ATN Security Extensions into PM-CPDLC also exists and should provide for 
a highly efficient mechanism for authentication of the sender, protecting integrity and protecting against mis-
delivery. 
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Denial of Service attacks based on jamming have to be counted by means to detect the transmitter and 
physical security. These are outside of the scope of the ATN SARPs. However, mitigation of Denial of 
Service by providing alternative routes via other air/ground technologies is a feature of the ATN Internet, and 
one of the reasons why the ATN prefers the most complex of the possible mobile routing scenarios i.e. 
permitting an aircraft to attached to multiple concurrent Air/Ground Networks. 

Security and Link2000+ 

As has been noted above, the Link2000+ Programme does not currently deploy any of the ICAO ATN 
Security Mechanisms. Instead, the following applies. 

Denial of Service Attacks 

As with any communications service dependent on the use of free radiating media, the ATN and specifically 
the VDL Mode 2 datalink used by the ATN, is vulnerable to jamming attacks from a high power transmitter 
operating on the same or adjacent frequencies. Existing Voice Communications are also vulnerable to the 
same type of attacks. 

Jamming of the VDL Mode 2 service itself is not a safety issue. This is because CPDLC Message Loss is 
countered procedurally by Air Traffic Controllers and Pilots reverting to the use of Voice Communications. 
The impact of such attacks is on efficiency, as the efficiency gains of CPDLC are lost when the service 
ceases to be available, resulting in a potential reduction in airspace capacity, and hence delays. As a high 
power transmitter has to be deployed, standard triangulation techniques can be used to rapidly locate the 
source of the interference and an effective security response organised to remove it. The overall impact of 
such attacks is thus likely to be minimal and transitory. 

As the existing Voice Communications are also vulnerable to the same attacks, deployment of the datalink 
service will increase the safety margin as an attacker will have jam both services in order to reduce air 
safety. Currently, they only have to jam the Voice Communications Service. Datalink may also require a 
higher power jamming signal than Voice Communications, as the digital transmissions are robust to 
relatively high levels of interference and include error correction codes. Aircraft flying at a high enough 
altitude may also switch automatically to an alternative ground station which, for reasons of relative power 
levels and physical separation, is not being jammed by the interference signal. 

Masquerade Attacks 

A successful masquerade attack is serious, as a pilot would not able to tell the difference between a 
correctly formed but unauthorised clearance and a genuine message from the Current Data Authority. This 
is why ICAO has specified communications security mechanisms that can demonstrably prevent such 
attacks from succeeding. However, there are many technical and physical barriers that an attacker must 
overcome in order to complete a successful attack, which makes it unlikely even without the security 
extensions. 

Specifically, there are two possible routes to such an attack:  

1. Operating an unauthorised VDL Mode 2 Ground Station 

2. Gaining unauthorised access to the ATN Ground Network. 

The technical obstacles to successfully completing such an attack include: 

a) Operating a high powered unauthorised transmitter is a very visible activity. The transmitter masts have 
to be positioned in a visible location on relatively high ground if they are to be effective and the power 
level must be high enough for the aircraft to select the transmitter as its preferred Ground Station in 
preference to an authorised transmitter. 

b) Even if the above conditions are met, an aircraft’s use of a Ground Station is “sticky” in that it will stay 
with a preferred ground station until the received power level drops below an acceptable threshold. It is 
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thus non-deterministic as to whether a given aircraft will even use an unauthorised Ground Station. The 
unauthorised Ground Station will need to be carefully sited on a prime location if it is to be successful. In 
all probability, such a location will already be occupied by an authorised Ground Station. 

c) An unauthorised Ground Station may attempt to mimic an aircraft’s current ground station and hence 
inject an authorised message that way. However, this is likely to result in a protocol error being detected 
by the genuine ground station when it receives the VDL2 level response from the aircraft (to an uplink 
that it had no knowledge of). In turn, this will cause the VDL2 connection to be aborted. The resulting 
NOCOMM state in the cockpit will force voice completion of the transaction and this will alert the 
controller to the false message. The result is that such an attack is likely to be detected before a serious 
outcome is possible. 

d) The communications protocols specified by the ICAO SARPs are based on ISO OSI standards and not 
industry standard TCP/IP standards. They are also modified from the OSI originals. Access to proven 
implementations is thus limited, and professional and experienced levels of skill are necessary for 
deployment, placing a significant skill barrier in the way of an attacker. While industry standard IP 
Networks can and will be used as part of the ATN, the ATN operates as a VPN, tunnelling its own 
protocols through the IP Network rendering it inaccessible to other users of the IP Network. 

e) Physical security mechanisms can and will be deployed by Administrations and Service Providers to 
prevent access to their Ground Networks to unauthorised parties, thus limiting opportunities for this 
mode of attack. 

f) The connection mode nature of ATN protocols makes it difficult to simply “inject” an authorised message 
into an established CPDLC dialog between a pilot and a Data Authority. Communications will have to be 
observed and the protocols fully understood if a message is to be dynamically constructed that is in 
sequence and acceptable to a receiver.  

g) Another user can only take over as an Aircraft’s Data Authority when nominated as such by the Current 
Data Authority thus significantly limiting the opportunities for unauthorised communications. 

h) The stream mode compression used over the air/ground datalink, while not intended to provide 
cryptographic levels of confidentially, makes any attempt at observation or modification of a data stream, 
over the VDL Mode 2 datalink, problematic. This is because the compression makes use of dynamically 
determined entropy codes and references to previous character strings. The dialog has to be observed 
in its entirety in order to make sense. 

i) Surveillance systems including ground based SSR should detect the results of an unauthorised profile 
changing message and loss of separation avoided through controller intervention or through an 
automatic system response. 

Modification 

Modification is only really an issue in the ground ATN. In theory, a carefully constructed jamming signal 
could modify a genuine air/ground transmission. However, a very high level of technical skill would be 
needed and, without advance knowledge of the transmission it would be difficult to predict the correct 
modification signal. In practice, dynamic issues such as multipath would probably frustrate such an attempt. 

Physical level security at both ATC Centre and by Communications Service Providers is relied on to prevent 
modification of CPDLC and other messages in the ground ATN. 

Conclusion 

Deployment of ATC datalink results in a general improvement of air safety including a decrease in the 
overall vulnerability of  ATC (Voice and Data) communications to Denial of Service attacks. 

There are currently many technical and physical hurdles for an attacker to overcome before a successful 
masquerade attack could be launched and, even then, surveillance systems and procedures should ensure 

24/11/2006 Issue 1.0 3 



Link2000+ Security Considerations 

that such an attack is ultimately fruitless. Physical Security is relied on to prevent a successful attack based 
on access to the ground ATN. 

In the longer term, when CPDLC is used to support tactical control then it may no longer be prudent to rely 
on technical skill levels and surveillance to counter such an attack. At this point the ICAO defined security 
extensions may need to be deployed. These security extensions are not part of the initial deployment of 
ATN/CPDLC services. The cost of deployment compared with the risk does not justify their deployment in 
the foreseeable future. In addition significant issues remain to be solved in implementing a key management 
infrastructure in the air-ground ATC environment. 
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